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(@)  OpenRoaming with Radiator
webinar on the 14th and 16th of February 2023

e What is required 1{e]g OpenRoaming‘?

e Where can one find help to conti
OpenRoaming?

[ A » b
Find materials and webinars at http%\://adiatorso pare.com/webinars/


https://radiatorsoftware.com/webinars/

What is required for
OpenRoaming?
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OpenRoaming requirements for Access Network

Provider (ANP)

For organisations who only want to let OpenRoaming
users roam in their network

Minimum requirements:
Passpoint (Hotspot 2.0) compatible Wi-Fi network equipment
OpenRoaming Settled or Settlement-Free Access service from

some WBA member service provider
No WBA membership needed

Connecting directly to other OpenRoaming members
requires WBA client certificate (via service provider or
WBA membership), and an own RADIUS server




OpenRoaming requirements for ldentity Provider

(1dP)

For organisations who want their members or subscribers
roam in OpenRoaming member networks

Minimum requirements:
(Passpoint (Hotspot 2.0) compatible Wi-Fi network equipment) *
Ability to configure OpenRoaming DNS records for IdP realm
OpenRoaming Settled or Settlement-Free Access service and IdP
service from some WBA member service provider
No WBA membership needed

Connecting directly to other OpenRoaming members
requires WBA client+server certificate (via service provider or
WBA membership) and an own RADIUS server.

*) only if providing also Wi-Fi access network services (ANP)




OpenRoaming requirements for Operators

Depend heavily on operator requirements for roaming logic,
accounting, invoicing, WRIX/roaming broker functionality...

Minimum requirements (same with IdPs):
(Passpoint (Hotspot 2.0) compatible Wi-Fi network equipment)
Ability to configure OpenRoaming DNS records for IdP realm
OpenRoaming Settled or Settlement-Free Access service and IdP
service from some WBA member service provider
No WBA membership needed, but it gives more business options

Connecting directly to other OpenRoaming members
requires WBA client+server certificate (via service provider or
WBA membership) and an own RADIUS server.

*) only if providing also Wi-Fi access network services (ANP)




What are the recommended architecture
and practices for adding OpenRoaming
both for a Service/Access Network
Provider and for an ldentity Provider?
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OpenRoaming Technical Functionality
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Global Public DNS

Dynamic RadSec
connections to
example.com IdP

OpenRoaming Settled or
Settlement-Free Access
Service Provider

Dynamic RadSec
connection to
Static Radius over example.net’s IdP
TLS (RadSec, RFC service provider
6614) connection

DNS discovery:
NAPTR aaa+auth:radius.tls.tcp <realm>
SRV <NAPTR result>

Name lookup <SRV result>

RADIUS capable
Wi-Fi controller or
example.net’s own
RADIUS server

example.org
RADIUS server

example.com
Dynamic RadSec  RADIUS serve

connection to
example.org IdP

- - -
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compatible Wi-Fi network NS compatible Wi-Fi network NS compatible Wi-Fi network N
SSID: *any* ‘. :’ SSID: *any* b :’ SSID: *any* b
RCOI (Settled): BA-A2-D0-xx-xx ;N RCOI (Settled): BA-A2-D0-xx-xx ;N RCOI (Settled): BA-A2-D0-xx-xx y
or RCOI (Settlement-Free): Il . or RCOI (Settlement-Free): ol N or RCOI (Settlement-Free): L

~< 5A-03-BA-xx-xx - S~e 5A-03-BA-xx-xx - e 5A-03-BA-xx-xx -

user@example.com user@example.net user2@example.com user@example.org







Existing Roam.Fi Architecture

RADIUS

Radiator Auth.Fi
Enterprise Wi-Fi as a
service

Default RADIUS route
for all roam.fi
members, but no own Customers are used

default RADIUS route to connect via
RADIUS, getting them

to use RadSec will

not happen very

quickly and easily.
RADIUS

Redundant roam.fi

RADIUS service in public \

cloud

Other customers
RADIUS RADIUS connecting via
RADIUS, e.g. City of
Seinajoki, Seinajoki
education etc.
One question is that should RADIUS
Tampere University connections be allowed and do we need to
RADIUS send Accounting for Settlement-Free
OpenRoaming.




Starting with outbound OpenRoaming

Adding OpenRoaming to Roam.Fi was as
OpenRoaming simple as adding two more Radiator OpenRoaming
roaming partners processes and setting them as roam.fi’s roaming partners
ult RADIUS route for unknown re

) RADIUS
RADIUS Redundant roam.fi

RADIUS service in public \
cloud
Other customers
RADIUS RADIUS

connecting via
Radiator Auth.Fi :
RADIUS, e.g. City of
Enterprise Wi-Fi as a » €.9. LIty 0

X Seinajoki, Seinajoki
Service education etc.
Now any roam.fi member can try OpenRoaming
Tampere University just by adding OpenRoaming Settlement-Free
RADIUS RCOls to their Wi-Fi network beacon
advertisement.




Adding inbound OpenRoaming...

outbound Two more instances added outbound
OpenRoaming for inbound OpenRoaming OpenRoaming
inbound inbound
OpenRoaming OpenRoaming
RADIUS
RADIUS Redundant roam.fi
RADIUS service in public
cloud

Other customers
RADIUS RADIUS connecting via
RADIUS, e.g. City of
Seinajoki, Seinajoki
education etc.

Radiator Auth.Fi
Enterprise Wi-Fi as a
service

Tampere University
RADIUS




Adding separate inbound RadSec instances...

outbound Two more instances added outbound
OpenRoaming for inbound RadSec for OpenRoaming
roam.fi organisations

inbound
OpenRoaming

inbound
OpenRoaming

RADIUS

D

RADIUS

Other customers
RADIUS connecting via
RADIUS, e.g. City of
Seinajoki, Seinajoki
education etc.

Radiator Auth.Fi RADIUS

Enterprise Wi-Fi as a
service

inbound RadSec _ _ inbound RadSec
for roam.fi Tampere University for roam.fi
organisations RADIUS organisations




Benefits of the architecture

F‘il’ll"ﬂp paming Access Netwg Priaviter
and ldentity Previderfunetienality combined

HNO | ; | inbound
= OpenRoaming

inbound

OpenRoaming : I

Access Network Provider service as-well:as

for roam.fi

for roam.fi Tampemiﬁrsity -
organis=f{}QFE SECUIER connections:nisatons




What is the quickest way to
start testing?
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Get OpenRoaming as a Service

With a separate service there are no
membership, certificate issuing or
configuration delays

You can start testing OpenRoaming
only by configuring your Wi-Fi network
equipment and AAA connections
Service available from multiple
providers: Radiator Software, Single
Digits, Global Reach Technology ...



What can Radiator Software do for you?

Via Roam.Fi and Radiator Auth.Fi services we
can provide you with full OpenRoaming
connectivity with RadSec

Radiator has all the features needed from
RADIUS server for OpenRoaming.

In addition Radiator has complementing
functionality such as Diameter and SIM
authentication (with SIM privacy) support.
With Radiator Expert Services we can support
p 4 you whether you are interested in building

== OpenRoaming-as-a-Service or just deploying
or piloting it in your Wi-Fi network.




Where can one find help to
configure Radiator for
OpenRoaming?
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Radiator OpenRoaming Configuration Repository

guide for OpenRoamlng
e Based on the presented (and cleaned) roa
deployment and configuration
e Settlement-Free inbound and outbound Op
RadSec/RADIUS Connect|V|ty, pub.3dpp

pilots or productlon
° Locatlon (GltHub) any day now:
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https://github.com/radiator-software/radiator-openroaming

Thank you. Questions, Comments?

Follow Radiator Software for more information...

Radiator Software blog:
https://blog.radiatorsoftware.com/

Twitter:
https://twitter.com/RadiatorAAA

Materials:
https://radiatorsoftware.com/webinars/
https://slideshare.net/radiatorsoftware/

Bookings for conference calls:

https://radiatorsoftware.com/contact/ / mfo@rv
\



https://blog.radiatorsoftware.com/
https://twitter.com/RadiatorAAA
https://radiatorsoftware.com/webinars/
https://slideshare.net/radiatorsoftware/
https://radiatorsoftware.com/contact/

